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1. MUC PIiCH

Tai liéu dugc xay dung dé huéng din cac ca nhéan, don vi cd két néi VPN dén
mang NHNN dé truy cap céc ung dung do NHNN cung cap trén mang Internet.

2. PHAM VI AP DUNG

2.1 Déi twong

- Nguoi ding la cdc can bo Ngan hang Nha nudc va cic don vi khac can két ndi
den mang NHNN tir Internet duwgc Cuc CNTH — NHNN cap phép.

2.2 PDiéu kién sir dung

- Nguoi dung da dugc cap tai khoan VPN.

- May tinh c6 két ndi mang Internet.

- Str dung phan mém Checkpoint Endpoint Connect.

3. CACTU VIET TAT

Trong quy trinh ndy, nhitng tir ngir dudi day duoc hiéu nhu sau:
- NHNN: Ngan hang Nha nudc.

- CNTT: Cong ngh¢ thong tin.

- CNTH: Cbng nghé tin hoc.

4. NOIDUNG HUONG DAN

4.1 Két n6i VPN bang phan mém Checkpoint Endpoint Connect
4.2.1 Cai dgt phan mém Checkpoint Endpoint Connect

Budc 1. Download phan mém Checkpoint Endpoint Connect tir website NHNN
http://www.sbv.gov.vn tai chuyén muc Cac hoat dong khac caa NHTW -> Cdng
nghé théng tin — Truyén théng > HJ tro ky thuat.

Budac 2. Giai nen file File Check_Point_Endpoint_Connect.zip

Buac 3. Chay file
Check_Point_Endpoint_Connect_ R73 For_Windows_835000022.msi
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, _ , __
1) Check Point Endpoint Connect - InstaliShield w@m_: (S

Welcome to the InstallShield Wizard for Check
Point Endpoint Connect

The InstallShield(R) Wizard will install Check Point Endpoint
Connect on your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

Chon Next

Budc 4. Chon “I accept the terms in the license agreement” rdi chon Next

License Agreement

Please read the following license agreement carefully.

Check Point Software Technologies Ltd. =

License Agreement V.NG.2 L4

This License Agreement (the “Agreement”) is an agreement between you (both the
individual installing the Product and any legal entity on whose behalf such
individual is acting) (hereinafter “You™ or “Your”) and Check Point Software
Technologies Ltd. (hereinafter “Check Point™).

TAKING ANY STEP TO SET-UP, USE OR INSTAILL THE PRODUCT
CONSTITUTES YOUR ASSENT TO AND ACCEPTANCE OF THIS LICENSE _

A AT AATT . YETITTITTAT ATmTmTmATTAT T ATAT 0y TMTATATITATTT  TA  TTIT

(@) I accept the terms in the license agreement

(") I do not accept the terms in the license agreement

InstaliShield

| <Back || MNext> || cancel |

Budc 5. Chon vi tri cai dat (nén dé mac dinh), rdi chon Next
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Destination Folder
Click Next to install to this folder, or dick Change to install to a different folder.

'.J/ j Install Check Point Endpoint Connect to:
C:\Program Files\CheckPoint\Endpoint Connect)

InstallShield

[ < Back ][ Next> | [ Cancel

Budc 6. Chon Install dé cai dat.

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstalliShield

| <Back | Istal || cancel |

Budc 7. Bdi véi Win7 (hoac Vista, Winserver 2008), ¢d thé hé diéu hanh s& yéu
cau xac nhan cai dat phan mém chon Yes.
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Budc 8. Chon Finish dé hoan thanh cai dt.

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Check Point
Endpoint Connect. Click Finish to exit the wizard.

(w1 )
('11

4.2.2 Két néi VPN béang phan mém Checkpoint Endpoint Connect

Budc 1: Chay phan mém Checkpoint Endpoint Connect (Chon Start = Programs
- Checkpoint = Checkpoint Endpoint Connect)

Budc 2: Ddi véi truong hop lan dau tién st dung: Hé théng sé& yéu cau cau hinh.
Chon Yes.

Déi véi truong hop da cau hinh: chuyén sang Buéc 8.

-
&) Check Point Endpoint Connect i o

No site is configured. Would you like to configure a new site?

=]

_—

Budc 3: Chon Next
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Welcome to the Site Wizard

The wizard will guide you through the configuration of
a new site for the VPN dient.

Budc 4: Nhap “Server address or Name”: vpn.sbv.gov.vn

Welcome to the Site Wizard
A site is your gateway to network resources.

To continue, fill in the required information and dick next.

Server address or Name: vpn.sbv.gov.vn

[ pisplay name: vpn.sbv.gov.vn

Chon Next.

Budc 5: Chuong trinh sé& tu dong két ndi dén server VPN ctia NHNN. Néu két ndi
thanh cong s& hién ra cira s6 sau:
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FECTE. W
Authentication Method "
Select the authentication method to be used.

@ Username and Password

Click if your system administrator provided you with account name and a password.
) Certificate

If you are using Hardware tokens or any other certificate type.

) SecurID

Click if you are using RSA SecurID.

() Challenge Response

Click if you are required to provide different responses to a challenge

| Bk J[ mext |

Chon Username and Password, rdi chon Next.

Budc 6: Chon Finish

@ === — v ™y
e I

Site created successfully

| Cancel

Budc 7: Chon Yes dé bat dau két ndi.
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@ Check Point Endpoint Co... u

@ Would you like to connect?

‘&2 ENDPOINT CONNECT ‘ Check Point

Site: | vpn.sbv.gov.vn v

Authentication

Username:

Password:

Connect

SOFTWARE TECHNOLOGIES LTD.

Budc 9: Két ndi thanh cong, tai thanh task bar (géc dudi bén phai man hinh) c6

- A ;A 5 , , Ay o~ 1A ~ , 2 re1 Ay A
bi€u tuong qua cau xanh: . Nhay dup chudt s€ hién nén ctra so6 trang thai két noi

VPN Connected.

"ENDPOINT CONNECT y

Overview »

VPN
Firewall »
@ VPN Connected
VPN Site: vpn.sbv.gov.vn
IP Address: 202.58.245.233
Program Duration: ~ 00:06:55
Control H Expitation:  07:52:56
Anti-virus / Options
»
Anti-spyware X
[Manageyoul\l’PN options. ]
E-mail

Protection

Privacy

Budce 10: Bé ngat két noi: chon Disconnect tai ctra so trén.
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4.2 Sir dung dich vu sau khi VPN
Sau khi két ndi VPN thanh cong, nguoi dung c6 thé truy cap vao cac dich vy da
duogc cap phép.

Vi du véi ngudi dung truy cap vao hé thong MIS82:
http://mis82.sbv.gov.vn:8080/mis82

7% Ngan hang Nha nuc Viét Nam - Windows Internet Explore 7 =

@% - Bhttp://mis82.sbv.gov.vn:8080/mis82/login.action|

Tén truy nhép: |
Mt khau:

DANG NHAP.

& Internet | Protected Mode: On ¥ v ®100% ~

4.3 Po6i mat khau VPN vao mang NHNN
Xem huéng dan trong file “Tai lieu huong dan thay doi mat khau ket noi mang
NHNN.pdf” dinh kém.

4.4 Cac lru y khi két néi VPN vao mang NHNN

- Nguoi dung phai d6i mat khau duoc cip 1an dau ngay khi két néi VPN
thanh cong. Va thudng xuyén doi mat khau sau d6. Huéng dan ddi mat khau tai
muc 4.4.

- Khi truy cap VPN tur Internet vao mang NHNN, nguoi dung phai tuan theo
cac quy dinh vé an toan bao mat cia NHNN: Thong tu sé 01/2011/TT-NHNN
ngay 21/02/2011 cua Théng doc NHNN quy dinh viéc dam bao an toan, bao mat
hé thdng cong nghé thong tin trong hoat dong ngan hang; Thong tu sé 11/2012/TT-
NHNN ngay 25/04/2012 ctia Thong doc NHNN ban hanh Quy dinh quan 1y va s
dung mang may tinh cua Ngan hang Nha nudc Viét Nam ...
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5. THONG TIN HO TRQ

Moi chi tiét hodc yéu cau hd tro xin lién hé theo dia chi:

Bé phdn Hé tro ki thugt

Cuc Cong nghé tin hoc — Ngan hang Nha nuoc
Email: itdb_service@sbv.gov.vn

Dién thoai: (04) 32595986;

IPPhone: (04) 8888;

Fax: (04) 37733413.
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